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Washington, D.C. 205 15 

Dear Chairman Upton, Chai rman Stearns, and Chairman Walden: 

We are writing to request a hearing on consumer privacy concerns ari sing from recent 
reports that ce ll phone tracking is being widely used by law enforcement offi cia ls. 

On Apri l 1,20 12, the New York Times repol1ed that law enfo rcement departments were 
paying mobile carri ers to obtain in formation on subscribers, such as ca ll records and locat ional 
data, and that ce ll phone tracking "has become a powerful and widely used surveillance too l for 
local police offic ials, with hundreds of departments, large and small , often using it aggressively 
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with littl e or no court oversight. ·' ] According to thi s report, "many [poli ce] departments try to 
keep ce ll tracking secret . .. because o f poss iblc bac kl ash from the publi c and lega l problems."} 

In response to the press acco unt s, Rcp. Markey scnt letters to nine mobile carri ers 
requesting info rmati on on law enforccment requests lo r subscriber info rmati on. incl uding 
locati on track ing data, phone records, and tex t message records. On Jul y 9. 20 12, Rcp. Markey 
released the responses to hi s lellers on hi s we bsite. noti ng that "in 20 II , federal. state and loca l 
law enfo rcement agencies made more than 1.3 million requests of wire less ca rri ers lo r the ce ll 
phone reco rds of consumers.,,3 

Rcp. Markey's data show an inc rease in ce ll phone tracki ng. In 20 11 , AT&T received 
over 260.000 requests from law enlo rcemcnt age ncies for customers ' phone usagc data - over 
double the amount of requests in 2007:1 Of those 260.000 requests, over 79,000 were exigent 
requests. which d id not require a court orde r or subpoena before the inlormation was pro vided. 

Similarl y, Vcri zon reported an annual 15% increase in law enforcement requests,; while 
T-Mobil c noted that the number o f law enlorcement requests "has ri sen dramati ca ll y in thc last 
decade with an annual increase of approx imately 12- 16%.'·6 

The carri ers' responses also show that they are being compensated fo r prov id ing thi s 
informati on to law enforcement age ncies. Ve ri zon charges to law enfo rcement ranged from $50 
to retrieve up to fi ve days of stored tex t message content to $ 1.825 lor mul tiple wiretap 
switches 7 AT&T rece ived more than $8.2 mill ion in 20 11 for "co ll ecti ng a nd submitting 
customer phone usage info rmation to law enforeement "s ~ ~ 

] Police Are Us ing Phone Tracking as a ROII/ine Tool. Ncw York Ti mes (Ap r. 1,20 12). 
2 lei. 
3 Rcp. Edward J. Markey, LOl l' Enlorcelllel7l Collecting Inlormation 011 Millions ojA lllericans 

./i"0I1i tVlobile Phone Carriers (Jul y 9, 20 12). 
4 Letter from Mr. Timothy P. McKone, Executi ve Vice Pres ident, Fcderal Relati ons. AT&T. to 
Rep. Edward J. Ivlarkey (May 29, 20 12). 
; Letter fro m Mr. William B. Peterson, Gencral Counsel , Veri zon. to Rep. Edward J. Markey 
( lay 22. 20 12). 
6 Leller li'om Mr. Tony Russo, Vice Prcsidcn t. Federa l Lcgislat ive Affai rs, T-Mobilc. to Rep. 
Edward J. Markey (May 23, 20 12). 
7 Lctter li'om 1\11r. William B. Peterson. General Counse l. Verizon. to Rcp. Ed\\'ard J. Markey 
(May 22. 20 12). 
s Letter li'om Mr. Ti mothy P. IcKone. Executi ve Vice President. Federa l Re lati ons. AT&T, to 
Rcp. Edward J. Markey (May 29, 20 12). 
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The information provided by the wireless carriers raises concerns about law 
enforcement's use of ce ll phone tracking and what is being done to protect the privacy of 
consumers. In response to thi s newly released information, we ask that the Committee hold a 
hearing to examine whether consumer privacy is being adeq uately protected by law enforcement 
official s and wireless carriers. 

Henry A. Waxman 
Ranking Member 

Sincerely, 

~1~ 
Member of Congress \". 

!~~ 
Diana DeGette 
Ranking Member 
Subcomminee on Oversight and 

Investigations 

~~,~ '~ 
Subcomminee on Communicat ions and 

Technology 


